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1 Introduction

A pseudorandom generator is an efficient deterministic

tion of whether there can be a pseudorandom generator inprocedure that maps a shorter random input into a longer

NC?, that is, a pseudorandom generator that mapbits

output that is indistinguishable from the uniform distribu-

strings tom bits strings and such that every bit of the out- tion by resource-bounded observers.

put depends on a constant numiaesf bits of the seed.
They show that fok = 3, if m > 4n + 1, there is a

A standard formalization of the above informal defini-

tion is to consider polynomial-time procedur@smapping

distinguisher; in fact,they show that in this case it is possi- 7 bits intom(n) > n bits such that for every property

ble to break the generator withlaear testthat is, there is

computable by a family of polynomial-size circuits we have

a subset of bits of the output whose XOR has a noticeablethat the quantity

bias.
They leave the question open foe> 4. In fact they ask
whether every NCgenerator can be broken by a statistical

Pr

P(z)=1]- Pr
2€{0,1}4(m) z€{0,1}"

[P(G(x))]

test that simply XORs some bits of the input. Equivalently, Joes to zero faster than any inverse polynomiakbinThe

is it the case that no NCgenerator can sample anbiased
space with negligible?
We give a generator fok = 5 that mapsn bits intocn

bits, so that every bit of the output depends on 5 bits of the

existence of such a procedutkis equivalent to the exis-

tence of one-way functions [13], pseudorandom functions

[9] and pseudorandom permutations [20].
What are the minimal computational requirements

seed, and the XOR of every subset of the bits of the outpufieeded to compute a pseudorandom generator? Linial et

has bia2—?(/<") For large values of;, we construct gen-
erators that mapz bits ton(V*) bits and such that every

XOR of outputs has bias™>"* .

We also present a polynomial-time distinguisherice
4,m > 24n having constant distinguishing probability.
For large values oft we show that a linear distinguisher
with a constant distinguishing probability exists onoe>
Q(2knH/21),

Finally, we consider a variant of the problem where each
of the output bits is a degréepolynomial in the inputs. We
show there exists a degrée= 2 pseudo random generator

al. [17] prove that pseudorandom functions cannot be com-
puted in AC (constant-depth circuits with NOT gates and
unbounded fan-in AND and OR gatésjut their result
does not rule out the possibility that pseudorandom gener-
ators could be computed in ACsince the transformation

of pseudorandom generators into pseudorandom functions
does not preserve bounded-depth.

Impagliazzo and Naor [15], in fact, present a candidate
pseudorandom generator in AGGoldreich [10] suggests a
candidate one-way function in NCRecall that N€ is the
class of functions computed by bounded-depth circuits with
NOT gates and bounded fan-in AND and OR gates. In an

for which the XOR of every subset of the outputs has biasNC function, every bit of the output depends on a constant

22" and which map: bits toQ(n?) bits.

*Supported by a Miller fellowship

tSupported by National Security Agency (NSA) and Advanced Re-
search and Development Activity (ARDA) under Research Office (ARO)
contract no. DAAD19-01-1-0506.

number of bits of the inputs. While itis easy to see that there
can be no one-way function such that every bit of the output
depends on only two bits of the inptitt still remains open

1To be precise, the results in [17] only rule out security against adver-

saries running in tim& (n(1°g n)°M ).

2Finding an inverse can be formulated as a 2SAT problem.



whether there can be a one-way function such that every bitthe outputs of the two generators, on two independent seeds.

of the output depends on only three bits of the input. The generator uses a kind of unique-neighbor expander
Cryan and Miltersen [7] consider the question of whether graphs that are shown to exist using the probabilistic
there can be pseudorandom generators irf ,Niiat is, method, but that are not known to be efficiently con-

whether there can be a pseudorandom generator such thatructable, so the generator is in NGut not in uniform
every bit of the output depends only on some a congtant NC.

number of bits of the input. Later we present similar constructions for large values
They present a distinguisher in the case 3,m > 4n, of k which outputn [ V*]-(z—2(1)) pits whose bias is at most

and they observe that their distinguisher ibn@ar distin- 1-0(1)

guisher, that is, it simply XORs a subset of the bits of the <P <_|n L

output. Cryan and Miltersen ask if there is no pseudoran-  Note the gap for large values @&f between our con-

dom generator in N&vhenm is superlinear im. Specif- structions that outpun(\/ﬁ/m(lfo(l)) bits, and the bounds
ically, they ask if it is the case that for every constarit showing a distinguisher exists for generators that output
m is super-linear im then for every generator such that ev- 5 (k/2)(1+0(1)) pits,

ery bit of the output depends @nbits of the input, a linear Finally, we begin a study of the question of whether there
distinguisher exist. are pseudorandom generators with superlinear stretch such

In order to formulate an equivalent version of this prob- that each bit of the output is a function of the seed express-
lem, we introduce the notion ofabiaseddistribution. For  ible as a degreé-polynomial overGF(2), wherek is a

e > 0, we say that a random variable = (X, ..., X;,) constant. This is a generalization of the main question ad-
ranging over0, 1} ise-biased if for every subsét C [m] dressed in this paper, since a function depending onbnly
we havel/2 — ¢ < Pr[@,.g X; = 0] < 1/2 +¢. ltis inputs can always be expressed as a degrpelynomial.

known [23, 2] that anr-biased distribution can be sampled Furthermore, low-degree polynomials are a standard class
by using onlyO(log(m/¢)) random bits, which is tight up  of “low complexity” functions from an algebraic perspec-

to the constant in the big-Oh. tive. In our NC? construction of anc-biased generator
The problem of [7] can be therefore formulated as asking with exponentially smalk and superlinear stretch, every
if there is no=-biased generator in NQhat samples am- bit of the output is a degree-2 polynomial. We show that,
bit e-biased distribution starting from, say(m) random  for degree-2 polynomials, the stretch can be improved to
bits and with a negligible. quadratic, which is optimal up to a constant factor.
Our Results Organization
We first extend the result of Cryan and Miltersen by giv- [N section 2 we review the analysis for the cése 3 of
ing a (non linear) distinguisher for the cake= 4,m > [7]. In section 3 we give a distinguisher for the cédse 4.

24n. Our distinguisher has a constant distinguishing prob- I Section 4 we prove an upper bound on the length of the
ability, which we show to be impossible to achieve with Output of an-bias generator iNCj.
linear distinguishers. Our distinguisher uses semidefinite !N Section 5 we construetbias generator for the cases
programming and uses an idea similar to the “correlation ¥ = 4,5. The results for largek are discussed in section
attacks” used in practice against stream cyphers. 6. In section 7 we explicitly construct anbias generator
For all k, it is trivial that a distinguisher exists fon >  Such that every bit of the output is a polynomial of degree
22" ("), and it easy to see that a distinguisher exist when % Finally we give some open problems in section 8.
m > k(7). We show using a duality lemma proven in [22] _
that in fact, a distinguisher with a constant distinguishing 2 Review of the Caset = 3
probability exists oncen > Q(2Fn[#/21),
Then we present an-biased generator mappingbits In this section we summarize the main result of [7]. We
into cn bits such that — 1/29(71/04) and every bit of the also generalize some of the arguments of [7] that are needed

output depends only oh = 5 bits of the seed. The param- OF our results.

eterc can be chosen arbitrarily, and may depenchofhe
constant in thé2() notation does not depend on

The main idea in the construction is to develop a gen-
erator withk = 3 that handles well linear tests that XOR
a small number of bits, and then develop a generator with
k = 2 that handles well linear tests that XORaagenum-  tion g : {0,1}" — {0, 1} is unbiasedtowards a func-
ber of bits. The final generator outputs the bitwise XOR of tion f : {0,1}" — {0,1} if Prlg(z) = f(z)] = 1/2.

2.1 Preliminaries

We say that a functioy : {0,1}" — {0,1} is bal-
ancedif Prlg(z) = 1] = 1/2. We say that a func-



A function g : {0,1}" — {0,1} is affineif there are
valuesay,...,a, € {0,1} such thatg(z,...,z,)
agDa1x1 D... D apTy-

The following lemma was proved by case analysis for
k = 3in [7], and the casé& = 4 could also be derived
from a case analysis appearing in [7] (but it is not explic-

Lemma 2 For everyd > 0 there are constant;
O(1/6%) and es = O(1/46%) such that the following
holds. LetG : {0,1}" — {0,1}™, and letG(x)
(g1(x),...,gm(x)). LetL be a set of functions and sup-
pose that each functiog; (x) agrees with an element &f
or with its complement with probability at leakt2+ 4§, and

itly stated). The proof of the general case follows using the thatm > 1 + ¢s|L|; then there are # j such thaty; @ g,
Fourier representation of boolean functions and is omitted has bias at least;.

here.

Lemmal Letg : {0,1}" — {0,1} be a non-affine func-
tion that depends on onlyvariables. Then

e There exist an affine function on at mést2 variables
that is correlated withy.

e Let! be the affine function that is biased towagdand

that depends on a minimal number of variables. That is O(,/c).

is, for somed, | depends onl variables,Pr[g(x)

I(xz)] > 1/2, and g is unbiased towards affine func-
tions that depend on less thdrvariables.

Thenf;r[g(x) =1(x)] > 1/2 + 247k,

For example, fok = 3, a non-affine functiow is either

In order to prove the lemma lgt, . .., g. have correla-
tion at leastl /2 + § with the same bitc;. Note that the
avergae ofZ(z) = [{#i € C : gi(x) = 0} — {#i €
C : gi(z) = 1}| is at least2cs. Forc = O(572) is a
sufficiently large constant, then the restriction of the gener-
ator toC' has constant statistical distance from the uniform
distribution overc bits, for which that average value &f
By the Vazirani XOR lemma [27], it also fol-
lows that the XOR of some subset of the bits’dhas bias
Q@271 = 297,

Alternitively, we note thaZ* = >~

; Z; j, whereZ; ;
lg,—g, — lg,4,- Therefor truly random bitsg[Z?]
while for the pseudo random generatg{Z?] > E|[|Z|]?

4¢%52. So fore = O(672) sufficiently large constant, there
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unbalanced, or it is biased towards one of its inputs; in the must bei # j such that; @ g; has aO(4?) bias.

latter case it agrees with an input bit (or with its comple-
ment) with probability at least/4.

For k£ = 4, a functiong either is affine, or it is unbal-
anced, or it has agreement at leagt with an affine func-

While the above analysis uses the same ideas as in [7],
it is slightly better because we achieve constant bias instead
of inverse polynomial bias.

In particular, we can compute that when we flip 4 random

tion that depends on only one input bit, or it has agreementcoins, the average of the maximum between the number of

at least3/4 with an affine functions that depends on only
two input bits.

2.2 The Case: =3

Let G : {0,1}™ — {0,1}™ be a generator and let
gi : {0,1}™ — {0, 1} be thei-th bit of the output of the
generator. Suppose eaghdepends on only three bits of
the input.

Suppose that one of thg is not a balanced function.
Then we immediately have a distinguisher.

Suppose that more thanof the g; are affine. Then one
of them s linearly dependent of the others, and we also hav
a distinguisher.

It remains to consider the case where at leastn of the
functionsg; are balanced and not affine. Lebe the set of

zeroes and ones 575 < % -4, sowe can seat; /4, = 3. In
particular, we obtain a constant distinguishing probability
oncem > 4n + 1.

For the next section, it is useful to note that when we flip
10 random coins, the average of the maximum between the
number of zeroes and onesti®3 < g - 10, so we can set
01/8 =09.

3 Distinguisher for the Casek = 4

In this section we construct a distinguisher fo& 4.

orheorem 3 LetG = (g1, ..., 9m) : {0,1}" — {0,1}™ be
a map such that eack; depends on at modtcoordinates
of the input andn > 24n. Then there exists a polynomial
time algorithm which distinguish betweéhand a random

i for which g; is as above. Then, by lemma 1, for each such string with constant distinguishing probability. More pre-

g; there is a affine functiofy that depends on onignebit,
such thaty; agrees with; on a3/4 fraction of the inputs.
By replacingg; with g; @ 1 when needed, we may assume
that each such; has high correlation with one of the bits of
its input.

By the pigeonhole principle, there is a bif of the seed,
and aseC, |C| > 1+ (m —n — 1)/n, such that the output
of gi(z1,...,2,) is correlated ta:; for everyi € C.

cisely, the algorithm will output “yes” for the output of the
generatorG with probability2(1), and for a random string
with probability e =$2(™).

Note that it is easy to construct a distinguisher if any of
theg; is unbalanced, or if more thanof the g; are linear.

If one of theg; is biased towards one of the bits of its
input, then it follows from lemma 1 that it must agree with
that bit or its complement with probability at led@st3.



Thus, if more than, ;sn = 9n of the functionsy; have largest number of equations that can be satisfied, but the
bias towards one bit, then we can obtain a distinguisherproblem can be approximated to within&8 factor using
from lemma 2. semidefinite programming [11]. We now prove theorem 3

It remains to consider the case where at least 10n
of the functions are balanced, non-linear, and unbiased to-Proof of Theorem 3: Fix ¢ andé small enough so that
wards single bits. Following [7], we call such functions .878(3/4—¢) > 1/2+ 4. Using semidefinite programming
problematic It follows from lemma 1 that for each prob- [11] we get a polynomial time algorithm that is successful
lematicg there is an affine functiohof two variables that  if a fraction3/4 — ¢ of the equations is holds, and fails if no
agrees withg on a3/4 fraction of the inputs. Again, by = more thar0).878(3/4 —¢) of the equations hold. Fixing =
replacingg; by g; ® 1, when needed, we may assume that .158 ande = 10—, we obtain the statement of theorem,
all theg.s in P have3/4 agreement probability with some  wherep = 14n. O
linear function.

Let P be the set of such thay; is problematic. Foreach 3.2 Correlation Attacks
suchi we denote by; the linear function of two inputs that
agrees withy; on a3/4 fraction of the inputs. In the next In this section we discuss how our distinguisher for the
section we show how i = |P| > 14n, one can “break”the  casek = 4 can be seen as a “correlation attack.”
generator using correlation attack. Correlation attacks are  Correlation attacks are a class of attacks that are often
often used in practice to break pseudo random generatorsattempted in practice against candidate pseudorandom gen-
The distinguisher below is a an interesting example whereerators® see e.g. the introduction of [16] for an overview.
one can actually prove that correlation attack results in a  The basic idea is as follows. Given a candidate generator
polynomial time distinguisher. G :{0,1}" — {0,1}™, whereG(z) = g1(x),. .., gm(x),

we first try and find linear relations between input bits and
3.1 The Distinguisher Based on Semidefinite Pro-  output bits that are satisfied with non-trivial probability. For
gramming example, suppose we find coefficients;, b; ; andc; such
that each of the equations

Given a stringr, ..., r, € {0,1}7, consider the follow-
L?ognl‘mear system ovefr F'(2) with two variables per equa S a4+ S biagi(a) = er (mod 2)
lima Gi2%i + 30 biagie) =2 (mod 2) oy
Vie P Li(z)=ri (1) S i+ Yo bigi(z) = ¢ (mod 2)
We will argue that the largest fraction of satisfying as-
signments in the system (1) is distributed differently if IS satisfied with probability bounded away from 1/2.
r1,...,7p is uniform or if it is the output of>. By Markov Now we want to use this system of equations in order to
inequality it follows that, build a distinguisher. The distinguisher is given a sample
z = (z1,...,2m) and has to decide whetheis uniform or
Lemma4 If r,...,r, are the output of, . . . , g,, respec- is the output ofG. The distinguisher substitutesin place

tively, then, for every > 0, there is a probability at least  of g;(x) in (2) and then tries to find ar that maximizes
e that at least3/4 — ¢ fraction of the equations in (1) are  the number of satisfied equations. The hope is that,=f

satisfiable. More formally G(x), then we will findx as a solution of the optimization
problem.
Procioay |#{i|9i(2) = ti(2)} > z —e| >e. Unfortunately, maximizing the number of satisfied equa-

tions in a linear system ové¥F'(2) is an NP-hard problem,
and, in fact, itis NP-hard to achieve an approximation factor
better than 1/2 [12]. In practice, one uses belief-propagation
algorithms that often work, although the method is typically
not amenable to a formal analysis.

In Section 3, we were able to derive a formal analysis
PROOF. Fix an assignment; then the probability that a  Of a related method because we ended up with a system of

fraction at leasl /2 + 6 of ther; agree with/;(z) isat most ~ equations having only two variables per equation, a class
e—20°p < 9—c—n By a union bound, there is at most a of instances for which good approximation algorithms are

probability2—¢ that such & exists. 0O known. Furthermore, we did not try to argue that, when

Givep a system of Ii.near. e.quations OVer'(2) Wi.th 3pseudorandom generators are called “stream ciphers” in the applied
two variables per equation, it is NP-hard to determine the cryptography literature.

Lemma5 If rq,...,r, is chosen uniformly at random from
{0,1}?, and |P| > (1/26%)(In2)(n + ¢), then the proba-
bility that there is an assignment that satisfies more than a
1/2 + ¢ fraction of the equations of (1) is at maste.




the method is applied to the output of the generator, we area @ of two of theg,’s that has arO(27*) bias orO(22*)
likely to recover the seed; instead, we argued that just beingbias respectively. It therefore follows that

able to approximate the largest fraction of satisfiable equa-

tions gives a way to distinguish samples of the generators p 4 p_, < d(2F (n> +4*B(s—1)) < e2knlk/21 (4)
from random strings. 5

where¢ is some constant, andis large enough.
4 O(n*?) upper bound Combining (4) and (3) we obtain that
. . . . < < 2knlk/2]
In this section we state the following theorem which mEpFbs+bes < 2n ’
gives an upper bound on the maximal stretch otdnas for some constant as needed
generator in NE.

Theorem 6 There exists a constamtsuch that for every 5 Constructions fork = 5and & = 4
integer0 < kandany0 < ¢ < 2725 if G = (g1,...,Gm)
is ane biased pseudo random generator, where each of the

g:'s depend on at mogt bits, thenm < ¢2Fnl*/21,

5.1 Preliminaries

We will construct a generator mappirg bits into cn

The proof uses the following lemma from [22]. bits. It is helpful to think ofc as a large constant, although
the results hold also if is a function ofn.
Lemma 7 ([22]) Let f : {071}k — {0, 1} then for allr We will construct two generators: one will be good
against linear tests that involve a small number of output
e Either f is a polynomial of degree at mostover F>, bits (we call themsmall test} and another is good against
or linear tests that involve a large number of output bits (we

call themlarge test3. The final generator will be obtained
by computing the two generators on independent seeds, and
then XOR-ing their output bit by bit. In this way, we fool

. _ o every possible test.
g r(ioftOLTze%r?g] ﬁ Szett " Zn)tkﬁé{es trTatkth e:eaggi;?sr a The generator that is good against large tests is such that
<t < n, = > =0 ()

~ i - every bit of the output is just the product of two bits of the
[k/2] - .
(fonitaptck/szu_clh tgat?(T) < 5(‘9) < e handBd(S seed. We argue that the sum (modulo 2§ olitput bits of
) < cn by lemma 7 eveny; 1S eit €r a degree e generator has bias exponentially smatl/ic?, wherec,
< r polynomial, or is biased towards an affine function of as above, is the stretch of the generator

at lmOStS. vlarlables. trl]_efp t;e k;[h(ihnumbebr of d?gtr)gg Td Then we describe a generator that completely fools lin-
polynomials among th;’s, b, be the number of;’s biase ear tests of size up to aboufc?, and such that every bit of

towards an affine function of exactly variables (but not the output is the sum of three bits of the seed. Combined

tqwards less thamvangbles), am“ be the numbe.r ofi's with the generator for large tests, we get a generator iff NC
biased towards an affine function of at mest 1 variables. . (n/c)
such that every linear test has bias”("/<").

Clearly,m < p+ bs + b<s.

Note that theB(r) monomials of degree< r on the
variableszxy,...,x, form a basis to the vector space of
all degree< r polynomials inxy,...,z,. Therefore if
p > B(r), there is a linear dependency between ghe
We therefore conclude that

e fis biased towards an affine function of at mbst r
variables.

5.2 The Generator for Large Tests

Let us call the bits of the seed, ..., yx.
Let K be an undirected graph formed hy(2c + 1) dis-
joint cliques each witl2¢+ 1 vertices.K hasn vertices that
p < B(r) < enl®/21, ©) we identify with the elements dh]. K has anden = m
edges. Fix some ordering of the edgedfand let(a;, b;)
On the other hand, note that by lemma 1¢ i biased  be thej-th edge ofK’. Define the functiong;, ..., ¢, as
towards an affine function of < s variables, then there € (¥1;---sYn) = Ya,; Yb, -
exist an affine functiorf of at mostd variables such that
Pr[f = ¢ > 1/2 + 2¢=*. Moreover, there are exactly
B(s — 1) linear functions on at most — 1 variables, and
() linear functions on exactly variables.
NQW lemma 2 implies that there exists a constamuch | Prlgs(y) = 0] —
that if b, > ¢/(7)2%, orbe, > ¢/ B(s — 1)4* then there is y

Claim 8 For every subsef C [m], the functiongs(y) =
> jes 4j(y) is such that

1\ LFIsl/(2e* +o)
| < () :



The proof relies on the following two standard lemmas. 5.4 Putting Everything Together

The first one from [7] is a special case of the Schwartz-

Zippel lemma [25, 28].

Lemma 9 ([7]) Letp be a non-constant degree-2 multilin-
ear polynomial ovel7F(2). Thenl/4 < Pr[p(xz) = 0] <
3/4.

Lemma 10 Let Xy,...,X; be independent 0/1 random
variables, and suppose that for eveiywe haved <
Pr[X; =0l <1-4. Then

1

2(1 —20)t < Pr

-
2

11
E— <7 —_ — t.
@XZ o] <5 +5(1-29)

7

We can now prove claim 8.

PrRoOOF OFCLAIM 8. We can seé as a subset of the edges

of K. Each connected component&fhas2c? + c edges,
so S contains edges coming from at least/(2¢? + c)
different connected components. Letbe the number

of connected components. If we decompose the summa
,Yn) iNto terms depending on each of
the connected components, then each term is a non-trivia
degree-2 polynomial, and theterms are independent ran-

tion - s iy,

dom variables when,, ...y, are picked at random. We
can then apply lemma 10, where tig are the values taken
by each of thet terms in the summationy = 1/4, and
t > 15|/(2¢* + ). O

5.3 The Generator for Small Tests

Let A € {0,1}"*™ be a matrix such that every row is

a vector in{0, 1}™ with exactly three non-zero entries, and

let also A be such that every subset @frows are linearly
independent. Le#l,,..., A,, be the rows ofA. We define
the linear functiong,, ..., l,, asl;(x) = A; - x. Note that

In order to obtain the generator, we take : {0,1}" —
{0,1}™ to be a generator satisfying claim 8, adg :
{0,1}™ — {0,1}"™ to satisfy lemma 12. Then we take:
{0,1}2" — {0, 1} defined byG(z, ) = G1(z) & Ca(y)
to fool both small tests and large tests. We thus obtain

Theorem 13 For everyc and sufficiently large:, there is a
generator inNCQ mappingn bits intocn bits and sampling

an -biased distribution, where = 2-7/0(c"),
5.5 Generator fork =4

Whenk = 4 we want to replace the generator for small

sets by a generator which depends only on two bits. The

construction is essentially the one in [7].

The generator is obtained by taking a grafihon cn
edges, with girti2(log n/ log ¢) and lettingz; ¢ z; be an
output bit, if (¢, 7) is an edge of the graph.

Let H be an undirected graph with vertices, that we
identify with [n], havingen edges and girthy. Fix some

Iordering of the edges off, and let(a;,b;) be thej-th

edge of H. We define the linear functiong,...,[,, as
li(xlv s 7IW/) = I(Lj + l'bj.

Claim 14 For every subse$ C [m], |S| < =, the function
ls(x) =3 ;s li(x) is balanced.

PROOF Since|S| < g, the subgraph off induced by the
edges ofS is a forest. Thereforés(x) is non-zero linear
function. 0

Lemma 15 ([18]) For everyc and for sufficiently large:
there are explicitly constructible graph$ with n vertices,
cn edges, and girtif2((logn)/(log ¢)).

We thus obtain.

each of these linear functions depends on only three bits oftheorem 16 For every c and sufficiently largen, there

the input.

Claim 11 For every subsef C [m], |S| < o, the function
ls(x) = 3_;csli(x) is balanced.

PROOF We havels(x) = (3 ;cs4;) - x, and since
> icsAjis anon-zero element di, 1}, it follows that

zs{) is a non-trivial linear function, and therefore it is bal-

anced. 0

Lemma 12 For everyc = c¢(n) = o(,/n/(logn)3/*) and
for sufficiently largen there is a 0/1 matrix4 with c¢n rows

is a generator in uniformNCY mappingn bits into cn

bits and sampling are-biased distribution, where =
n—l/O(CQIOgC).

6 c-biased generator for largek

In this section we construct asrbiased generator in
NCY, for large k, which outputsn®(V®) bits. More pre-
cisely,

Theorem 17 Let k£ be a positive integer. There exist an

andn columns such that every row has exactly three non- pj5¢ generator iNNC? from n bits to nlVEl-(3=0() pits

zero entries and such that every subset ef n/(4e%c?(n))
rows are linearly independent.

This is a standard probabilistic construction similar to

[3, 5, 4]. The proof is omitted.

whose biag is at most

1-0(1)
€ = exp <—|n 2 VK] )




6.1 The Generator for Large Tests ProoOF The proof is essentially the same as the proof of
claim 8 and follows from the following easy claims.
We will assume through this sub-section that p?.

Consider the following bi-partite grapi = (L, R,E)  Claim20 f can be written as the sum of at least(./)
where|L| = p, |R| = (s) Identify the vertices of. with polynomials of degreé, each in a different set of variables.

the numberd, ..., p and the vertices aR with ([S]), the set
of all subsets ofp] of sized. The edges ofF are all pairs
(i,S) such that  [p], S € ()) andi € S.

For a set of verticed/, we denote withV (1) the set of
neighbors oft”. For a vertex let deg(i) = N({i})|.

PROOFE The set of outputd, hasN (J) left neighbors. The

edges connecting the sétto a neighbori € N(J) are

labeled with polynomials of degre&in X;. O
From the Schwartz-Zippel lemma [25, 28] we get

Claim 21 The bias of any polynomial of degreg is

Claim 18 For any set of right vertice¥” C R we have that bounded above bﬁg

1
N(V)| = 22
Thus according to lemma 10 we get that the biag &f
PROOF. Any set oft left vertices hag) right neighbors.  at most
The result follows from the inequality

ey 3008) e () ()

This finishes the proof of lemma 19 O
This finishes the construction of the generator for large
tests. We now describe the generator for small tests.

O
Our construction will assign a monomial of degegen
the input variables, to each edge. We think about the ver-
tices of L as representing disjoint subsets of the input vari- 6.2 The Generator for Small Tests
ables and each edge leaving such input set corresponds to a’
monomial in its variables. The right vertices, correspond

to the output bits. Each output is the sum of monomials that Slmllar_ to thek ~ 4,5 cases this generator will out-
label the edges that fan into it. We now give the formal put only linear functions. We will have the property that
construction any small set of these linear functions is linearly indepen-

Let X = | |_, X; be a partition ofX = {z 0} 1O dent. This is now a standard construction that follows from
p disjoint setszg;chzof size by unique neighbor property of expanding graphs. We omit the

We assign the sekX; to thei'th vertex of L. Let M; proof of the following lemma.
be the set of all multilinear monomials of degréén the

variables ofX,. We have that Lemma 22 Lett be positive integet and A = 10¢. There

exist a mapping from bits ton? bits such that every out-
p p—1 _ put depends on\ input variables, and such that any linear
|M;| = <d> > <d 3 1) = deg(i) combination of at mosy/n outputs is linearly independent.

Therefor we can assign to each edge leavirgdifferent 6.3 Putting things together
monomial from7;.

Each right vertex corresponds to an output bit. Foraright  \we now prove theorem 17.
vertex j the j'th output is the sum of all monomials that PROOF Let k' — Ll —52 10/ = | /7|2 We have that
were assigned to the edges adjacent tdhus each output ) (LVK] =5)%n L\EJ '
is the sum ofd monomials each of degree Hence each

! / ! - 2>n' >2 —\2n.
output depends od? input variables. Denote witlf; the k> K+ 10K, K >k-12vFk, 22 >3 2n

j'th output. We now show that any large linear combination | ot x — {21, 2w}, ¥ = {y1,..9,}. Let
has a small bias. F1(X),..., f(»(X) be the outputs of the generator against
Lemma 19 In the notations above any linear combination long tests with the parameteps= vn/, d = Vk'. Let
(overGF(2)) f =), ; f; has bias at most hi(Y),...,h,w(Y) be the outputs of the generator for

small tests ofY’, given the parametér= \/k’. Note that

e (I e
() - (2)-0)




Our generatof will output the functions
VI<i< (Z) 9:/(X,Y) = fi(X) + hi(Y).

Notice that as we have mokg's thanf;'s we don’t use most

2t Ax (x = (21, ..., z,)). Notice that we can always find an
upper triangular matrix that represertslet

P(al,...,an) = Z Q; jA;A5

of theh;’s. Clearly, each output of the generator depends on Define

k' +10VE < k input variables.
From lemma 19,22 we get that the bias of any non trivial
linear combination of the outputs is at most

()

Thus our generator tak@s’ < n inputs and outputs

2.,/ @
Py S (€ — pWE(B—o(1)
d) — K’

and has an exponentially small bias.

/L
_|n‘2d

2d

7 A degree2 generator

1<i<y<n
a; 1<
A(P)ij = { 0" i

Clearly P(>_" | €; - ;) = 2" A(P)x and A(P) represents
P with respect to the standard basis.

The bias of a quadratic form is bounded by the rank of
the matrix representing it as follows.

Theorem 24 The bias of a degre@ polynomial P is at

most
9= (1+ rank(12+At) )

for any matrixA that represents’.

Theorem 24 shows that in order to outputpolynomi-
als of degree2, such that any non trivial linear combina-
tion of them is almost unbiased it suffices to find matri-
cesAy,..., A, such that for any non trivial combination

In this section we consider a variant of the problem pre- of them, B = Y aiA; (o € GF(2)), we have that
sented in the paper. Suppose that we require that every OUtrank(B + Bt) is high.

put bit is a degreé polynomial in the input bits. It is clear
that if we want the output to be-biased, then the number
of output bitsm is at most the dimension of degrégoly-
nomials inn variablesy_:_, (%) = O(nk).

Clearly this is a relaxation of the problem described
above. In particular any upper bound here will imply an
upper bound foNC}. The problem is also of independent

interest, as low degree generators are “simple” in an intu-

itive sense.

In this section we construct a generatorcebiased set
such that every output is a polynomial of degea the
input variables. We show that unlike the= 2 case we can
outputQ(n?) bits. In particular we prove

Theorem 23 V1 < m < n there exists an-bias generator
G=(91,.-,9¢) : {0,1}" — {0,1}", ¢t = | %] -m, such that
g; is a degree2 polynomial, and the bias of any non trivial

n—2m

linear combination of the;’s is at mos2™ = .

We begin by studying the bias of a deggepolynomial,
overGF(2).

7.1 The Bias of Degree polynomials

Let P(x1,...,z,) be a degre@ polynomial. P is also
called a quadratic form overF'(2). We say that a matrix
A represents” with respect to a basis 6fF'(2)™, {v; }1,,
if for every vectorv = Y"1 | x; - v; we have thatP?(v) =

7.2 Proof of theorem 24

The following claim is trivial.

Claim 25 P = 0 iff there exist a symmetric matrix that
represents” w.r.t. some basidgf any matrix that represents
P is symmetric.

The proof of theorem 24 will follow from the following
claims.

Claim 26 For any quadratic formP onn variables, there
existabasisofsF'(2)"e;, f;i =1,...,randg; j =1,...;s
such thatr + s = n andn elements iGF(2), a;,b; i =
1,...,7,¢; j=1,..,s,such that for

T r s
v = E rie; + E Trgifi + E T2r+59;
i=1 i=1 j=1

we have

T S

P(v) = Z(ail‘f + TiTrqi + bi$r+i2) + Z cijTﬂ-Q

i=1 =1

Such a basis is called “a canonical basis Bt

PROOF. See the proof of theorem 5.1.7 in [14]. O



Claim 27 Let P be a quadratic form om variables. Let 7.3 The generator
A representP with respect to the standard basis arl
representP with respect to the canonical basis. Then In this subsection we give a construction of a linear space
¢ of matrices with the property that for every non zero matrix

M in the spaced, we have thatank(A + A') is high.

2 Such a construction was first given by Roth [24], and
PROOF Let B be the matrix whose columns are later simplified by Meshulam [21] (see also [26]).
€1y eey Cry f1y ey [y 91, -, s Written w.r.t. the standard ba-

rank(D) >

sis. We have that Theorem 29 For any positive natural numbers > m
there exist = | 5] - m matricesA,, ..., Ay € M,(GF(2)
Vo € GF(2)" z'Dx = a'B'ABx. such that for every non trivial combination of thelh =

t
In other words 2i—1 @i i we have that

t
Vo € GF(2)" 2(D — B'AB)z = 0. rank(B +B%) > n — 2m

We now prove theorem 23.
PROOFE Let Ay, ..., A; be the matrices guaranteed by the-
D—B'AB =8, orem 29. Defingy;(z) = 2! A;z. Consider any non trivial
linear combination

Therefor there exist a symmetric mati$xsuch that

or
D =BY(A+ (B Y)'S(B~))B.

t n
) = a;gi(x) = xt O(iAi T
As (B~ 1tS(B~1) is a symmetric matrix we get by the next 9(@) ; 9:(@) (; )
claim (claim 28) that

According to theorem 29, we have thahk(g) > n — 2m.

t n—2m
M_ Theorem 24 shows that the biasgis at most . 0

rank(D) = rank(A + (B~H'S(B™1)) > 5

U 8 Conclusions
Claim 28 For upper diagonal matrix4 with zeros on the

diagonal, and any symmetric matrfkwe have that Several questions remain open.
. Even for the casé = 3, we only know how to break the
rank(A + S) > rank(A + AY) generator assuming that the output length is a sufficiently
2 large constant multiple than the seed length. It is not clear
whereA? is the transpose of. whether there is a linear test, or even a polynomial time
algorithm, that breaks the caBe= 3 when, saym = n+1.
PROOF. Letr = rank(A + S) = rank(A* 4 S). Then It is still open whether there can be atiased generator

with negligiblec in the casé: = 4. We conjecture that this

t t _
rank(A + A7) < rank(A +8) + rank(A” + 8) = 2r is not the case for sufficiently large linear stretch, but we do

O not have a strong feeling about what happens for very small
PROOF OF THEOREM24. Clearly the bias of” does not ~ stretch. o
change if we calculate it w.r.t. to a canonical basis}?_;, The main open question is whether our generator for the
for P. In such a basis, far = Z?:l x; - v;, we have that casek = 5 can be broken by a polynomial time algorithm

and, in general, whether polynomial time algorithms can
break all NC generators.

Another important open problem which may be more ac-
cesible it to understand the right asymptotics ddviased
First notice that if for somé& < j < s¢; # 0thenP is generators for largé. It is tempting to conjecture that ei-
unbiased. Otherwise, we note that for evéhe bias of ther the upper bound®® or the lower boundh®V®) are
(a;zi® + @i, q4 + biz, ;%) is at most;. Therefore accord-  actually tight.

T S

P(v) = Z(ai$i2 + Ty + D) + Z Ty’

i=1 j=1

ing to lemma 10 we get the bias #fis at most(%)rﬂ. As
we assume thatj c; = 0 we see that Acknowledgements
> rank(D) We wish to thank David Wagner for suggesting the rele-
2 vance of correlation attacks. A.S. would also like to thank
The theorem now follows from claim 27. | Avi Wigderson for helpful discussions.
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