






Figure 18. Case 1: Sinus bradycardia with AAI pacemaker. The bottom
panel shows the sensing and pacing state of the pacemaker model. At (1) the
pacemaker delivers a pacing stimulus(AP) when interval between two atrium
events is longer than LRI(1). At (2), pacing is inhibited by a sensed atrial event.

the atrium (Fig. 18). This pacing signal is conducted throughout
the heart and triggers a ventricular event, maintaining 1:1
conduction in the heart.

2). Case 2: Sinus Bradycardia with Second degree heart
block (Wenckebach type): A patient with bradycardia and
abnormal A-V conduction system was simulated in Fig. 19. The
mechanism of this kind of heart block was shown in Section
III. The EGM in Fig. 20 shows gradually increased AV delay
due to fast atrial pacing until there is a dropped beat. A DDD
mode pacemaker is shown to maintain a steady ventricular rate
(Fig. 21) and prevent the dropped beat.

In this subsection we validated our pacemaker model with
two most common arrhythmias requiring the assistance of the
pacemaker. We also showed that the heart model can be used
as a tool to assist cardiologists in selecting appropriate mode.

D.. Formal Verification

The major benefit of the VHM is that the exposure of
the formal interface allows use of the formal methods for
verification of close-loop designs. Several verification tools are
available that can be used for checking of structural and safety
properties along with the test cases generation.

Simulink Design Verifier (SDV)[4] exploits a Prover technol-
ogy based formal method proving engine. To prove a property
using SDV we created a Simulink sub-system that describes
a temporal condition that needs to be obtained by the signal.
For example, Fig. 22 shows a structure of the Verification
Subsystem from Fig. 14, which is used to verify property that
the pacemaker in DDD mode of operation will keep the right
ventricular inter-pacing interval between two consecutive beats,
in [0:9s;1:1s] range (since in the pacemaker is modeled to work
with 1ms clock). Due to space limitations, more details about
other designed sub-systems can be found in [15].

UPPAAL[17] is a widely used tool for system verification,
where properties must be expressed using temporal logic for-
mulas before they are checked. In order to use UPPAAL the
kernel of the VHM along with its formal interface have to be
ported from Stateflow to UPPAAL.
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Figure 19. Case 2: Sinus bradycardia with concealed second degree heart
block (Wenckebach type). Bradycardia with beat-to-beat intervals around 1200
ms produces 1:1 atrium to ventricle conduction.
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Figure 20. Case 2: Sinus bradycardia with second degree heart block
(Wenckebach type) with AAI pacemaker. The coupling interval of the pacing
stimuli is shorter than the RRP of AV node, which lengthens the ERP and the
conduction delay of AV node until a dropped beat occurs in the ventricle. AAI
pacemaker cannot maintain ventricle rate

V.. PHYSICAL IMPLEMENTATION

The Virtual Heart Model (VHM) was implemented on Xilinx
Spartan-3, XC3S1000 FPGA [18]. The automatas described in
Section II were designed to work with a 10MHz clock. The
transition from Simulink/Stateflow design to VHDL description
was done manually although appropriate tools exist, which can
automatically extract VHDL code from Stateflow design ([19],
[20]). Since manual migration from Simulink to VHDL can be a
cause of discrepancy between two designs, the use of automatic
translators should be a part of future VHM models.

In order to demonstrate how the VHM model can be used for
closed-loop black-box testing of implantable medical devices,
we used a setup shown in Fig. 23. The pacemaker design
described in previous section was implemented on FireFly
sensor nodes [21]. The nodes run the nano-RK [22], real-
time operating system developed with timeliness as a first-class
concern. On FireFlies, nano-RK operates with a 1ms OS tick.

The pacemaker was implemented on a FireFly node using
five tasks, corresponding to the automatas from Fig. 15, for the
ventricle-pace (LRI task), ventricle-sense (AVI task), atrial-
pace (ARP task), atrial-sense (VRP task) and a coordinator
between the atrium and ventrical leads (URI task). Each task
was assigned a period of 10ms . The priorities for the tasks
(along with equal offsets) are assigned to match the execution
order of the parallel states from Fig. 15 (lower value has greater
priority). This implementation, while not fully reflective of the
complexity of a modern pacemaker, is simple and allows the
evaluator to easily disable some of the tasks to test pacemakers
in any of the modes. In our initial setup of the implementation
we have been able to experimentally validate the closed loop
behavior of the system.
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Figure 21. Case 2: Sinus bradycardia with second degree heart block (Wencke-
bach type) with DDD pacemaker. The pacemaker maintains the synchronization
between the atria and ventricles by pacing the ventricle(VP)
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Figure 22. Design Verifier Block in Simulink

VI.. RELATED WORK

Researchers have tackled the problem of whole-heart model-
ing using a variety of different methods. Modern techniques are
capable of producing high-resolution techniques almost down to
the cellular level. Jalife et al [8] modeled the activity of single
ion channels in order to get a detailed description of a single
cell. This model can produce action potentials nearly identical
to physiological ones, but creating a full model of the heart
based on such details within single cells is not computationally
possible in real time. Harrild and Henriquez [9] designed a finite
element three dimensional mesh model with resolution close to
the cellular level. They were able to model the potentials across
both atria, but could not extend the model to the entire heart.
In order to accommodate the memory and time constraints
presented by current computing tools, empirical models are the
best solution to allow for full heart modeling. These models,
such as ones created by Adam [10] and Berenfeld et al. [7],
simplify the heart tissue and do not attempt computing on the
cellular level. Adam analyzed the wavefront of depolarization
within his cardiac model, but he was unable to recreate the
repolarization front, and thus he could not produce reentry
circuits and arrhythmias.

Formal methods have traditionally been used for verification
of time-critical and safety-critical embedded systems [23]. Until
recently these methods have not been used for medical device
certification. The authors in [24] presented the use of Extended
Finite State Machines for model checking of the Computer
Automated Resuscitation A medical device. Formal techniques
have also been applied to improve medical device protocols
([25]) and safety ([26]). However, the authors either used a
simplified patient model or did not model the patient at all.

VII.. CONCLUSION

A primary challenge in life-critical real-time systems is
with the design of bug-free medical device software. While

Figure 23. Closed-loop experimental setup. Medtronic cardiac defibrillator
and pacemaker models are shown for reference.

implantable cardiac devices are being inserted into millions
of patients worldwide, the number of recalls due to firmware
problems are significant and growing in frequency. There is,
therefore, an urgent need for methodologies for medical device
certification within the context of the biological environment.
We present an integrated approach for medical device software
validation and verification with a focus on artificial cardiac
pacemakers. To this effect, a real- time Virtual Heart Model
(VHM) has been developed to model the electrophysiological
operation of the human heart and interfaces both functionally
and formally with a pacemaker model. This approach will
potentially help expedite medical device certification for safer
operation. The platform is available as a free and open source
platform to the research community.
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