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during its RRP [47]. inputs to the devices. According to [52], during EP study,
Tovim + (1 — (1= 2)%) - (Tonas — Tonin),i = AV a potential difference can be sensed when the activation
(x) —{ Tmf” +(1—a?) (T, _mj‘iw. ) ;‘;‘AV wavefront passes by the electrode on catheters. The same
memn maw ( mechanism applies to the pacemaker leads. Thus, a funktiona
whereT,,;, andT,,,, are the minimum and maximum Valueinterface has been developed and we pEbesto represent
for Terp of the tissue. eIectrers on the_ a cathet.er. The probe. is able_ to generate
2) Path automatonThe path automaton models the electri§ymheuc EGM S|gnaI§ using temporal information of th.e
cal conduction between two nodes. Path automaton congect](i?lrmal kemnel and spatial information from the 2D geometric

nodesa andb is designed as in Fig. 6(b). Its initial state ignodel. The same idea can also be extended to the 3D model.

Idle state, which corresponds to no conduction. It is worlﬁig' 7 shows the morphology of EGM signal changes with

noting that the path automaton is able to conduct both wa fferent 09”9'“0_“0“ velqcity and prqbe configurations.eDu
0 space limitation, detailed description of the probe nhode

The states corresponding to the two conduction directioas ;
named after the physiological terms: Antegrade (Ante) arfg" be found in [35].
Retrograde (Retro). These states can be intuitively dsestri
as forward and backward conductions.Att path event is
received from one of the nodes connected to it, the a transiti In order to model the heart in clinical cases, parameter esti
to Ante or Retro state correspondingly will occur in the pathmation from patient data is an essential step after the ¢gyyol
automaton. At the same time the clock invariant of the sta@ the model is defined. During EP study, refractory periods
is modified according to the shared variatffa/b) This and conduction delays of the heart tissue are estimated from
corresponds to the change of the conduction delay thatB&M signals by the physicians to identify potential anowsli
caused by the early activation. Similar to node automatue, tThese two features are similar to the model parameters of
changing trend is extracted from clinical data and the fionct interest. Ideally all model parameters can be extractemh fro
L is defined as: EGM data from EP studies. However, EGM signals contain
; only partial information and some of the parameters cannot
h(c) = { path_len/v- (1 + 362’2 - AV (3) be exactly extracted. The techniques used to extract timing
path_len/v- (1 +3c%),1 # AV parameters in EP studies are introduced in the following
where path_len denotes the length of the path ands the section.
conduction velocity.
After Tanteor Tretro time expires, the path automaton sends V. HEART MODEL VALIDATION
out Act_node(b) or Act node(a) repectively. A transition to By modeling actual clinical cases, the functional outputs o
Conflict state occurs followed by the transition kdle state. the VHM were validated by the director of cardiac electro-
The intermediate stat€onflict is designed to prevent back-physiology in the Philadelphia VA Hospital and electrophys
flow, where the path is activated by the nodét has just ologists in the Hospital of the University of Pennsylvargg]
activated. If duringAnteor Retrostate anotheAct pathevent In this section, we first explain how parameter estimation is
is received from the other node connected to the path autordane during electrophysiological (EP) study. Then a VHM
ton, a transition tdDouble state will occur, corresponding tomodel, using the parameters extracted from the clinicad,dat
the two-way conduction. In this case, the activation signals constructed and is able to generate similar data (i.glasim
eventually cancel each other and the transitiofdte state is to an actual patient condition).
taken.
3) Geometric model of the heartThe node and path A. Electrophysiology Study

automata are overlaid onto a 2D heart anatomy to provide1) Catheter placementDuring EP study, catheters, with

rough information about the model topology and relativehpatnultiple electrodes on their tip, are inserted into the hear
length. A more detailed 3D anatomical model of the heart

is currently being developed. The new model will have more

D. Parameter estimation

10 10
geometric and anatomical details to allow simulation of enor I /\ sas & /\
complex clinical cases with high fidelity. It is also essahtbr ' D )
developing a patient-specific heart model. The 2D geometric o e gy ™ o sz
model also limits the flexibility to measure electrical sities . ; 5 /\
at precise locations of the heart and the morphology of EGM T AL ) I Y IRIEARTT R A
signals have low fidelity. However, since the morphology of
EGM signals have little influence on pacemaker function and w L i
the pacemaker leads are fixed, the interface is good enoug | **' ) .
for our current application. Conduction ~ swwean " swEen T bl ular SR

Delay 120ms 50ms configuration

C. Functional interface

. . . . Fig. 7. The influence of conduction velocity and probe comfigon on the
To test implantable cardiac devices like a pacemaker, th&m morphology. The left columns show the placement of probeslation

VHM has to be able to generate EGM signals which are tiethe path; the right columns show the functional EGM.
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(a) Testing result for a real patient [47] (b) Testing result for VHM simulation

Fig. 8. Key interval values when the coupling interval shortens for (a) a ratépt and (b) in VHM simulation [33].

and placed against the inner heart wall. The typical cathetbe left side theH; — H, interval and thel; — V% interval
positions used arklight Right Atrium (HRA)which is placed remain equal during the test, indicating that the conductio
near the SA node and monitors its activitis Bundle Electro- delay between the His bundle and the ventricle is not aftecte
gram (HBE) which is placed across the valve between atriutwy shortening the coupling interval. This can be confirmed by
and ventricle and is able to sense local electrical actimatithe unchangedi, — V5 interval on the right side of the figure.
from atrium, His bundle and ventricl®ight Ventricle Apex When the coupling interval is larger than 350ms, the intarval
which is placed at the right ventricle apex to monitor elealr A, — A5, H, — H, andV; — V5 remain equal. As the coupling
activity of the ventricle. The catheter placement is shown interval decreases, thé, — H, interval start increasing after
Fig. 5(a) and the corresponding probe placement is shownAn — A, interval reduced to 350ms, indicating the RRP of AV
Fig. 6(c). Since HBE catheter monitors the electrical di#¥ node reached. The conduction delay is also revealed by the
from atrium (A), His bundle (H) and ventricle (V) (Fig. 5(b)) H; — H, andV; — V5 intervals on the left side.
it is often used to evaluate the conduction properties atbeg The result of this test indicates that for this particular
conduction path from atrium to the ventricle. patient, AV node has the longest refractory period on the con
2) Extrastimuli Technique:The nervous system and theduction path from atrium to the ventricle. The total refoagt
heart form a closed-loop system to maintain the approprigseriod (ERP+RRP) of AV node is around 350ms and the RRP
intrinsic heart rate. In order to evaluate heart functionnged is as long as 70ms. Since no conduction block happened during
to “open the loop” and isolate the heart. During EP study,the test, the ERP period of AV node cannot be determined.
sequence of external pacing signals is delivered from th& HR'he conduction delays of heart tissue can be determined by
catheter at a rate slightly faster than the intrinsic hesig.fThe the interval between pulses in EGMs. Extrastimuli techaiqu
interval between two consecutive pacing signals is refietoe will not provide us with all the parameters of VHM since it
as Basic Cycle Length (BCL). This sequence of pacing wiill only be performed at select locations of the heart t&ssu
override the SA node function, thus, functionally isolgtihe during EP study.
heart from the nervous system. The pacing sequence can also
driv_e thg heart_into a known state since the time of the Iast \;ym simulation
pacing signal will be the start of the ERP of the SA node. After
the initial pacing sequence, another pacing signal is ey
which is referred a®xtrastimulus The interval between the
extrastimulus and the last pacing signal of the pacing sempie >
is referred to a€ouping interval By decreasing the coupling (Fig. 8(b)).
interval gradually, the extrastimulus will reach the RRRIcef
tissue, causing changes in conduction delays. The ERP of theOther Validation Case Studies

tissue is eventually reached and no conduction can happenother case studies have been introduced in detail in our

The extrastimuli technique is a common clinical practice tgrevious work. Wenckebach type AV nodal response has
estimate the refractory periods for heart tissue.

By setting the total refractory period of the AV node au-
tomaton, the longest among other automata (Fig. 9), the VHM

is able to generate similar result with extrastimuli tecjus

B. Clinical case study

Node ERP Range (ms) RRP (ms)
Fig. 8(a) shows the testing result of a real patient using SA 150-200 100
the extrastimuli technique. The mterval_s are measurenh fro AV 230-300 200
the HBE catheter4,, Hy, V; are the atrial, His bundle and -
ventricular pulses on the HBE electrogram respectivelyctvh His 300-350 30
are caused by the last pulse of the pacing sequetgeH,, Ventricle 200-2%0 100

V, are the pulses caused by the extrastimulus. The interval

A; — A, on the x-axis is equal to the coupling interval. Orfrig. 9. Node automata parameters for the case study.




PROCEEDINGS OF THE IEEE 10

been modeled in [33]. Tachycardia due to reentry circudtfter the ventricular event and deliver Atrial Pacing (AP) i
like Atrioventricular Nodal Reentry Tachycardia (AVNRTM& no atrial sense (AS) happened within TAEI, which equals

Atrial Flutter has been modeled in [33] and [34]. to TLRI-TAVI. (Marker 1 in Fig. 10) An atrial event (AS,
AP) initializes the Atrio-Ventricular Interval (AVI) comgnent.
VI. PACEMAKER MODEL It counts the time elapsed after the atrial event and deliver

As part of the model-based design, it is very important yentricular pacing (VP) if no ventricular sense (VS) happen
have a formal model of the device software. In our study waithin TAVI time. This will maintain synchronization betwee
focus on the implantable pacemaker since it is relativehpte  2tria and the ventricles. If after TAVI the time between enfr
among implantable cardiac devices as its functionalityaisenl ime and the last ventricular event is less than TURI, the
only on timing and does not consider signal morpholog entricular pacing is suspended until the end of TURI (Marke

This serves as a good base case to demonstrate the propdsednis will prevent the pacemaker from pacing the vergricl
methodology. at interval shorter than the Upper Rate Interval (URI). Afte

The artificial pacemaker is designed for patients with Brad§f@ch ventricular event, a Post Ventricular Atrial Refragto
cardia. Two leads, one in the right atrium and one in t 2eriod (PVARP) is initialized. Atrial signals will be igned

right ventricle, are inserted into the heart and fixed onf#ring this period (Marker 2). A Ventricular Refractory foef
the inner wall of the heart. These two leads monitors tH¥RP) is also initialized to filter ventricular signals.

local activation of the atria and the ventricles, and getieera

corresponding sensed events (AS, VS) to its software. TBe Pacemaker model

software determines the heart condition by measuring timery o formal temporal logic based pacemaker model has been

difference between events and delivers pacing events (RP, \ﬁeveloped in both Simulink and UPPAAL [46]. A timer-based
to the analog circuit when necessary. The analog circuit thg; . \iink model was developed in [33]

delivers pacing signals to the heart to maintain heart rate a
A-V synchrony. In order to deal with different heart conalitj
pacemakers are able to operate in different modes. The modes
are labeled using a three character system (e;g). The first The function of the SA and AV nodes is controlled by
position describes the pacing locations, the second mtatithe nervous system, which controls the heart rate and A-
describes the sensing locations, and the third positiooritbes V conduction. A DDD pacemaker which is also able to
how the pacemaker software responds to sensing. Here ange heart rate and A-V conduction may cause a “controller
introduce the widely used DDD mode pacemaker which issynthesis problem” where the pacemaker’s pacing incdyrect
dual chamber mode with sensing and pacing in both atriutinives the heart rate faster. In this section, we introduce a

VIl. CLOSED-LOOP CASE STUDY

and ventricle. clinical case where a pacemaker drives the heart into a iarmf
condition. This behavior cannot be detected with open-loop
A. DDD Pacemaker timing diagram testing of the device as the state of the heart changes in

. . . .response to the pacemaker’s premature stimulus.
The timing diagram of a DDD pacemaker is shown in P P P

Fig. 10. There are 5 basic timing cycles which diagnoses _
heart condition from sensed events (AS, VS) and delivé: Endless Loop Tachycardia (ELT)

appropriate pacing events (AP, VP). Five correspondingim  |n a healthy heart there is only one intrinsic conductiornpat
constants are programed by the physicians according terpatifrom atria to the ventricles, which is from the SA node to the
condition. They are denoted as TLRI, TAVI, TURI, TPVARPAV node and to the ventricles through the His bundle. The AVI
and TVRP in our description. The basic functions of thesfmer of a DDD pacemaker introduces another virtual pathway
timing cycles are: maintaining heart rate, maintaining Apetween the atrial lead and the ventricular lead Fig. 11ag.
V synchrony, preventing inappropriate fast pacing andrfiltgwo pathways have the potential to form a conduction loop.
noises. Fig. 11(b) is a closed-loop simulation of the VHM and our
The Lowest Rate Interval (LRI) component is initializechacemaker model which shows a clinical case where the heart
by ventricular events (VS, VP). It counts the time elapsegte is abnormally increased due to the conduction loops Thi
case is referred to as Endless Loop Tachycardia (ELT), which
is one case in Pacemaker Mediated Tachycardia (PMT).

AS TAR]  AS As Atrium

ap | The ELT is induced by Premature Ventricular Contraction
| r NW'— (PVC), which is due to abnormal self-depolarization of ven-
W i uP . tricular tissue. The PVC is sensed by the pacemaker, and

AV O[an]  fersea [avr] A e triggers V-A conduction along the intrinsic pathway. Sirttlice
%‘ Pt Lt P conduction pattern is different than intrinsic heart caation,

AE"L;" W = Il the PVC will initialize an abnormal QRS wave in the ECG

W] W] channel (Marker 1). The V-A conduction will then trigger

o et = Atrial Sense (AS). The pacemaker will then pace the vemtricl

(VP) after TAVI according to its A-V synchrony function. The
Fig. 10. Timing cycles of a dual-chamber DDD mode pacemaker [33]. conduction loop is then formed and the VP-AS pattern will
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(a) Virtual circuit formed by the pacemaker and the heart (b) EGM for ELT initialized by a early ventricular signal

Fig. 11. Endless Loop Tachycardia case study demonstrdtmgituation when the pacemaker drives the heart into an eissate [36].

persist if no actions are taken. The heart rate is kept asdsghventricle leads (URItask). Each task was assigned a period
the upper rate limit of the pacemaker since the cycle lenfith af 10ms. The priorities for the tasks (along with equal dffse
the conduction loop is very short. ELT is a harmful conditioare assigned to match the execution order of the parallel
since the heart rate is a fast fixed heart rate that will causetes in the timer-based pacemaker Simulink model. This
inefficient pumping of the heart. implementation, while not fully reflective of the complexit
From pacemaker point of view, for every input AS, thef a modern pacemaker, is simple and allows the evaluator
pacemaker is working as specified. Thus, open-loop tessingo easily disable some of the tasks to test pacemakers in
unable to detect this closed-loop behavior. Modern pacemalany of the modes. In our initial setup of the implementation
algorithms are able to identify potential ELT by measuring t we have been able to experimentally validate the closed loop
time that the pacemaker is pacing at the upper rate limit. Th&ectrical interaction between the heart (FPGA) and pakema
ELT can be then terminated by skipping one ventricular gacirfFireFly node). This platform demonstrates real-time baira
or by increasing the PVARP time to block the AS caused lyf the pacemaker for normal sinus rhythm, sinus bradycardia
the V-A conduction. (atrial pace only) and sinus bradycardia with heart block
(synchronized dual-chamber pacing).

B. Other closed-loop case studies

There are other closed-loop case studies we have discusSedConclusion and Future Work
in our previous publications. Normal pacemaker function o As implantable medical devices grow in sophistication with
heart with bradycardia has been studied in [33]. Pacemakginificant capabiliies implemented in software, firmware

with mode-switch function has been studied in [34]. Pacgygs account for an increasing fraction of device recallsces
maker malfunction due to functional aspects like Crosstajke FDA currently does not test, verify or certify the softea

and lead displacement has been studied in [35]. in such devices, there is an urgent need for a systematic
methodology to guarantee the safety of the device software.
VIII. DiscussioN Furthermore, this safety must account for the closed-loop
In this section we describe the implementation of the VHNhteraction with the organs of interest. In this effort, wav
and pacemaker and discuss avenues of future work. presented a first step in the direction of a holistic approach
for model-based testing and physical patient—deviceactame
A. Physical Implementation validation. We achieve this through the design of an intiegta

While a system model is useful for simulation-based testiriﬂnc,tional, anq fo(rjmal model  of .the hhearlt anddl pacemaker
and extraction to appropriate formal models for verificatio evice using timed automata. Using this closed-loop system

the realization of the physical system is essential. Impl&/€ €Mploy a monitor-based testing approach [36] that is both

mentation issues such as the noise, jitter, timing overhead
and signal distortion at the VHM-pacemaker interface can
only be captured faithfully in a physical realization of the
system. The VHM was implemented on a Xilinx Spartan-
3, XC3S1000 FPGA [53], shown in Fig. 12. The pacemaker
was implemented on a FireFly microcontroller-based ptatfo
[54]. FireFly runs nano-RK [55], a real-time operating gyst
developed with timeliness as a first-class concern. S SN
The pacemaker was implemented on a FireFly node using |
five tasks, corresponding to the automata from our Simulink
model of the pacemaker, for the ventricle-pace (UBR$K),

ventricle-sense (AVltask), atr_ial-pace (ARRask), a_trial' Fig. 12. Closed-loop experimental setup. A Boston Scienpéicemaker is
sense (VRPtask) and a coordinator between the atrium anghown for reference.

Heart Model on FPGA board

Pacemaker on
icrocontroller board
VTN
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clinically-relevant and captures the complexities of iatdion [12] “US FDA, Design Control Guidance For Medical Device Man-
with physiological components. ufacturers,” 1997. o
This effort describes early steps toward cyber-physicHIB] “US FDA, Guidance for the Content of Premarket Submissions

del b d testi lidati d ificati f dical for Software Contained in Medical Devices,” 2005.
model based tesling, validation and verification of me ICf’14] “PACEMAKER System Specification. Boston Scientific. 2007.”

cyber-physical systems. This is a challenging domain @8] A. 0. Gomes and M. V. Oliveira, “Formal Specification of
patient modeling is both complex, highly variable and non- a Cardiac Pacing System,” iRroceedings of the 2nd World
deterministic and the safety properties must include over- ggggress 832':(%1;&' Methodser. FM "09.  Springer-Verlag,
a.pprOXI'mated models. for vgrlflcathn, abstract models Vf\ﬁG] E. Jéer,)FI). Lee, and O. Sokolsky, “Assurance Cases in Model-
Slm_ul_atlon and be realizable in physical form fqr testinge Driven Development of the Pacemaker Software'@veraging
envision several avenues for future work and discuss a few:  Applications of Formal Methods, Verification, and Validation
1. Test Generation: For the setup presented in Fig. 1 it is ser. LNCS, 2010, vol. 6416, pp. 343-356.
necessary to create a relevant sequences of mode seldgtion[$7] J. M. Cortner, “Testing Implantable Medical Device§lobal
nals and model parameters which would guarantee apprepriat gggghcare Medical Device Manufacturing Technolpgg. 2-4,
testing _Of the device. The_ proce_dure must take into aCCOLilgél Medtronic ViP-II Virtual Interactive Patient: User’s Manual
the device model along with desired test-coverage approac Software v1.5 Rivertek Medical Systems, 2006.
2. Verification: For a specific VHM configuration it is possible[19] J. Rushby, “Verified software: Theories, tools, experiments.”
to automatically extract a formal, timed-automata descrip \S/pf_ifhgde%Vit”ag. 200811601'1-17A2Ut0mated Test Generation and
ion of the VHM compatible with the UPPAAL verification efilied software, pp. 10--2 7.
::ol [214'; ('al'his Woﬁlc:j 5%\/32 clc;[setd-(laogp system (\a/eri(f;ii:ﬂ;)io [20] E. M. Clarke and_ J. M. Wing, “Formal I_\/Iethods: State of the
X : oY R Art and Future Directions,ACM Computing Surveywol. 28,
using UPPAAL's built-in verification procedures. pp. 626643, 1996.
3. Combining the VHM with more complex devices:such as [21] D. Arney, R. Jetley, P. Jones, I. Lee, and O. Sokolsky, “Fdrm
ICDs which are rate-adaptive and operate with varying kevel  Methods Based Development of a PCA Infusion Pump Refer-
of hysteresis. We plan to investigate a translation of theWH ence Model: Generic Infusion Pump (GIP) Project,” kigh

’ . . . . Confidence Medical Devices, Software, and Systems and Med-
to Linear Hybrid Systems in order to usesgmbolic analysis ical Device Plug-and-Play Interoperability, 2007. HCMDSS-

frameworkproposed in [56]. MDPnP. Joint Workshop qr2007, pp. 23 —33.
[22] R. Alur, D. Arney, E. L. Gunter, I. Lee, J. Lee, W. Nam,
ACKNOWLEDGMENT F. Pearce, S. Van Albert, and J. Zhou, “Formal Specifications

) ) ) and Analysis of the Computer-Assisted Resuscitation Algorithm
We wish to thank Insup Lee and Rajeev Alur for their valu-  (CARA) Infusion Pump Control Systemlhternational Journal

able insights. Preliminary versions of this paper have apgk on Software Tools for Technology Transfer (STVO). 5, pp.
in ECRTS 2010 [33], EMBC 2010 [34], ICCPS 2011 [36] and___ 308-319, 2004.

. ] A. ten Teije, M. Marcos, M. Balser, J. van Croonenborg,
Eg/fl’c 2011 [35]; and demonstrated at CPSWeek 2010 aR& C. Duelli, F. van Harmelen, P. Lucas, S. Miksch, W. Reif,

K. Rosenbrand, and A. Seyfang, “Improving medical protocols
by formal methods,Artificial Intelligence in Medicingvol. 36,
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