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during its RRP [47].

g(x) =

{

Tmin + (1− (1− x)3) · (Tmax − Tmin), i = AV
Tmin + (1− x3) · (Tmax − Tmin), i 6= AV

(2)
whereTmin andTmax are the minimum and maximum value
for Terp of the tissue.

2) Path automaton:The path automaton models the electri-
cal conduction between two nodes. Path automaton connecting
nodesa and b is designed as in Fig. 6(b). Its initial state is
Idle state, which corresponds to no conduction. It is worth
noting that the path automaton is able to conduct both ways.
The states corresponding to the two conduction directions are
named after the physiological terms: Antegrade (Ante) and
Retrograde (Retro). These states can be intuitively described
as forward and backward conductions. IfAct path event is
received from one of the nodes connected to it, the a transition
to Ante or Retro state correspondingly will occur in the path
automaton. At the same time the clock invariant of the state
is modified according to the shared variableC(a/b). This
corresponds to the change of the conduction delay that is
caused by the early activation. Similar to node automaton, the
changing trend is extracted from clinical data and the function
h is defined as:

h(c) =

{

path len/v · (1 + 3c), i = AV
path len/v · (1 + 3c2), i 6= AV

(3)

wherepath len denotes the length of the path andv is the
conduction velocity.

After Tanteor Tretro time expires, the path automaton sends
out Act node(b) or Act node(a) repectively. A transition to
Conflict state occurs followed by the transition toIdle state.
The intermediate stateConflict is designed to prevent back-
flow, where the path is activated by the nodeb it has just
activated. If duringAnteor Retrostate anotherAct pathevent
is received from the other node connected to the path automa-
ton, a transition toDouble state will occur, corresponding to
the two-way conduction. In this case, the activation signals
eventually cancel each other and the transition toIdle state is
taken.

3) Geometric model of the heart:The node and path
automata are overlaid onto a 2D heart anatomy to provide
rough information about the model topology and relative path
length. A more detailed 3D anatomical model of the heart
is currently being developed. The new model will have more
geometric and anatomical details to allow simulation of more
complex clinical cases with high fidelity. It is also essential for
developing a patient-specific heart model. The 2D geometric
model also limits the flexibility to measure electrical activities
at precise locations of the heart and the morphology of EGM
signals have low fidelity. However, since the morphology of
EGM signals have little influence on pacemaker function and
the pacemaker leads are fixed, the interface is good enough
for our current application.

C. Functional interface

To test implantable cardiac devices like a pacemaker, the
VHM has to be able to generate EGM signals which are the

inputs to the devices. According to [52], during EP study,
a potential difference can be sensed when the activation
wavefront passes by the electrode on catheters. The same
mechanism applies to the pacemaker leads. Thus, a functional
interface has been developed and we useprobesto represent
electrodes on the a catheter. The probe is able to generate
synthetic EGM signals using temporal information of the
formal kernel and spatial information from the 2D geometric
model. The same idea can also be extended to the 3D model.
Fig. 7 shows the morphology of EGM signal changes with
different conduction velocity and probe configurations. Due
to space limitation, detailed description of the probe model
can be found in [35].

D. Parameter estimation

In order to model the heart in clinical cases, parameter esti-
mation from patient data is an essential step after the topology
of the model is defined. During EP study, refractory periods
and conduction delays of the heart tissue are estimated from
EGM signals by the physicians to identify potential anomalies.
These two features are similar to the model parameters of
interest. Ideally all model parameters can be extracted from
EGM data from EP studies. However, EGM signals contain
only partial information and some of the parameters cannot
be exactly extracted. The techniques used to extract timing
parameters in EP studies are introduced in the following
section.

V. HEART MODEL VALIDATION

By modeling actual clinical cases, the functional outputs of
the VHM were validated by the director of cardiac electro-
physiology in the Philadelphia VA Hospital and electrophysi-
ologists in the Hospital of the University of Pennsylvania [33].
In this section, we first explain how parameter estimation is
done during electrophysiological (EP) study. Then a VHM
model, using the parameters extracted from the clinical data,
is constructed and is able to generate similar data (i.e. similar
to an actual patient condition).

A. Electrophysiology Study

1) Catheter placement:During EP study, catheters, with
multiple electrodes on their tip, are inserted into the heart

Fig. 7. The influence of conduction velocity and probe configuration on the
EGM morphology. The left columns show the placement of probes inrelation
to the path; the right columns show the functional EGM.
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(a) Testing result for a real patient [47] (b) Testing result for VHM simulation

Fig. 8. Key interval values when the coupling interval shortens for (a) a real patient and (b) in VHM simulation [33].

and placed against the inner heart wall. The typical catheter
positions used areHight Right Atrium (HRA), which is placed
near the SA node and monitors its activity;His Bundle Electro-
gram (HBE), which is placed across the valve between atrium
and ventricle and is able to sense local electrical activation
from atrium, His bundle and ventricle;Right Ventricle Apex,
which is placed at the right ventricle apex to monitor electrical
activity of the ventricle. The catheter placement is shown in
Fig. 5(a) and the corresponding probe placement is shown in
Fig. 6(c). Since HBE catheter monitors the electrical activities
from atrium (A), His bundle (H) and ventricle (V) (Fig. 5(b)),
it is often used to evaluate the conduction properties alongthe
conduction path from atrium to the ventricle.

2) Extrastimuli Technique:The nervous system and the
heart form a closed-loop system to maintain the appropriate
intrinsic heart rate. In order to evaluate heart function weneed
to “open the loop” and isolate the heart. During EP study, a
sequence of external pacing signals is delivered from the HRA
catheter at a rate slightly faster than the intrinsic heart rate. The
interval between two consecutive pacing signals is referred to
as Basic Cycle Length (BCL). This sequence of pacing will
override the SA node function, thus, functionally isolating the
heart from the nervous system. The pacing sequence can also
drive the heart into a known state since the time of the last
pacing signal will be the start of the ERP of the SA node. After
the initial pacing sequence, another pacing signal is delivered
which is referred asextrastimulus. The interval between the
extrastimulus and the last pacing signal of the pacing sequence
is referred to asCouping interval. By decreasing the coupling
interval gradually, the extrastimulus will reach the RRP ofthe
tissue, causing changes in conduction delays. The ERP of the
tissue is eventually reached and no conduction can happen.
The extrastimuli technique is a common clinical practice to
estimate the refractory periods for heart tissue.

B. Clinical case study

Fig. 8(a) shows the testing result of a real patient using
the extrastimuli technique. The intervals are measured from
the HBE catheter.A1, H1, V1 are the atrial, His bundle and
ventricular pulses on the HBE electrogram respectively, which
are caused by the last pulse of the pacing sequence.A2, H2,
V2 are the pulses caused by the extrastimulus. The interval
A1 − A2 on the x-axis is equal to the coupling interval. On

the left side theH1 − H2 interval and theV1 − V2 interval
remain equal during the test, indicating that the conduction
delay between the His bundle and the ventricle is not affected
by shortening the coupling interval. This can be confirmed by
the unchangedH2−V2 interval on the right side of the figure.
When the coupling interval is larger than 350ms, the intervals
A1−A2, H1−H2 andV1−V2 remain equal. As the coupling
interval decreases, theA2 −H2 interval start increasing after
A1−A2 interval reduced to 350ms, indicating the RRP of AV
node reached. The conduction delay is also revealed by the
H1 −H2 andV1 − V2 intervals on the left side.

The result of this test indicates that for this particular
patient, AV node has the longest refractory period on the con-
duction path from atrium to the ventricle. The total refractory
period (ERP+RRP) of AV node is around 350ms and the RRP
is as long as 70ms. Since no conduction block happened during
the test, the ERP period of AV node cannot be determined.
The conduction delays of heart tissue can be determined by
the interval between pulses in EGMs. Extrastimuli technique
will not provide us with all the parameters of VHM since it
will only be performed at select locations of the heart tissue
during EP study.

C. VHM Simulation

By setting the total refractory period of the AV node au-
tomaton, the longest among other automata (Fig. 9), the VHM
is able to generate similar result with extrastimuli technique
(Fig. 8(b)).

D. Other Validation Case Studies

Other case studies have been introduced in detail in our
previous work. Wenckebach type AV nodal response has

Node ERP Range (ms) RRP (ms)

SA 150-200 100

AV 230-300 200

His 300-350 50

Ventricle 200-290 100

Fig. 9. Node automata parameters for the case study.



PROCEEDINGS OF THE IEEE 10

been modeled in [33]. Tachycardia due to reentry circuit
like Atrioventricular Nodal Reentry Tachycardia (AVNRT) and
Atrial Flutter has been modeled in [33] and [34].

VI. PACEMAKER MODEL

As part of the model-based design, it is very important to
have a formal model of the device software. In our study, we
focus on the implantable pacemaker since it is relatively simple
among implantable cardiac devices as its functionality is based
only on timing and does not consider signal morphology.
This serves as a good base case to demonstrate the proposed
methodology.

The artificial pacemaker is designed for patients with Brady-
cardia. Two leads, one in the right atrium and one in the
right ventricle, are inserted into the heart and fixed onto
the inner wall of the heart. These two leads monitors the
local activation of the atria and the ventricles, and generate
corresponding sensed events (AS, VS) to its software. The
software determines the heart condition by measuring time
difference between events and delivers pacing events (AP, VP)
to the analog circuit when necessary. The analog circuit then
delivers pacing signals to the heart to maintain heart rate and
A-V synchrony. In order to deal with different heart condition,
pacemakers are able to operate in different modes. The modes
are labeled using a three character system (e.g.xyz). The first
position describes the pacing locations, the second location
describes the sensing locations, and the third position describes
how the pacemaker software responds to sensing. Here we
introduce the widely used DDD mode pacemaker which is a
dual chamber mode with sensing and pacing in both atrium
and ventricle.

A. DDD Pacemaker timing diagram

The timing diagram of a DDD pacemaker is shown in
Fig. 10. There are 5 basic timing cycles which diagnoses
heart condition from sensed events (AS, VS) and deliver
appropriate pacing events (AP, VP). Five corresponding timing
constants are programed by the physicians according to patient
condition. They are denoted as TLRI, TAVI, TURI, TPVARP
and TVRP in our description. The basic functions of these
timing cycles are: maintaining heart rate, maintaining A-
V synchrony, preventing inappropriate fast pacing and filter
noises.

The Lowest Rate Interval (LRI) component is initialized
by ventricular events (VS, VP). It counts the time elapsed

Fig. 10. Timing cycles of a dual-chamber DDD mode pacemaker [33].

after the ventricular event and deliver Atrial Pacing (AP) if
no atrial sense (AS) happened within TAEI, which equals
to TLRI-TAVI. (Marker 1 in Fig. 10) An atrial event (AS,
AP) initializes the Atrio-Ventricular Interval (AVI) component.
It counts the time elapsed after the atrial event and deliver
ventricular pacing (VP) if no ventricular sense (VS) happens
within TAVI time. This will maintain synchronization between
atria and the ventricles. If after TAVI the time between current
time and the last ventricular event is less than TURI, the
ventricular pacing is suspended until the end of TURI (Marker
3). This will prevent the pacemaker from pacing the ventricle
at interval shorter than the Upper Rate Interval (URI). After
each ventricular event, a Post Ventricular Atrial Refractory
Period (PVARP) is initialized. Atrial signals will be ignored
during this period (Marker 2). A Ventricular Refractory Period
(VRP) is also initialized to filter ventricular signals.

B. Pacemaker model

The formal temporal logic based pacemaker model has been
developed in both Simulink and UPPAAL [46]. A timer-based
Simulink model was developed in [33].

VII. C LOSED-LOOP CASE STUDY

The function of the SA and AV nodes is controlled by
the nervous system, which controls the heart rate and A-
V conduction. A DDD pacemaker which is also able to
change heart rate and A-V conduction may cause a “controller
synthesis problem” where the pacemaker’s pacing incorrectly
drives the heart rate faster. In this section, we introduce a
clinical case where a pacemaker drives the heart into a harmful
condition. This behavior cannot be detected with open-loop
testing of the device as the state of the heart changes in
response to the pacemaker’s premature stimulus.

A. Endless Loop Tachycardia (ELT)

In a healthy heart there is only one intrinsic conduction path
from atria to the ventricles, which is from the SA node to the
AV node and to the ventricles through the His bundle. The AVI
timer of a DDD pacemaker introduces another virtual pathway
between the atrial lead and the ventricular lead Fig. 11(a).The
two pathways have the potential to form a conduction loop.
Fig. 11(b) is a closed-loop simulation of the VHM and our
pacemaker model which shows a clinical case where the heart
rate is abnormally increased due to the conduction loop. This
case is referred to as Endless Loop Tachycardia (ELT), which
is one case in Pacemaker Mediated Tachycardia (PMT).

The ELT is induced by Premature Ventricular Contraction
(PVC), which is due to abnormal self-depolarization of ven-
tricular tissue. The PVC is sensed by the pacemaker, and
triggers V-A conduction along the intrinsic pathway. Sincethe
conduction pattern is different than intrinsic heart contraction,
the PVC will initialize an abnormal QRS wave in the ECG
channel (Marker 1). The V-A conduction will then trigger
Atrial Sense (AS). The pacemaker will then pace the ventricle
(VP) after TAVI according to its A-V synchrony function. The
conduction loop is then formed and the VP-AS pattern will
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Pacemaker A-V

synchrony

(a) Virtual circuit formed by the pacemaker and the heart (b) EGM for ELT initialized by a early ventricular signal

Fig. 11. Endless Loop Tachycardia case study demonstrating the situation when the pacemaker drives the heart into an unsafe state [36].

persist if no actions are taken. The heart rate is kept as highas
the upper rate limit of the pacemaker since the cycle length of
the conduction loop is very short. ELT is a harmful condition
since the heart rate is a fast fixed heart rate that will cause
inefficient pumping of the heart.

From pacemaker point of view, for every input AS, the
pacemaker is working as specified. Thus, open-loop testing is
unable to detect this closed-loop behavior. Modern pacemaker
algorithms are able to identify potential ELT by measuring the
time that the pacemaker is pacing at the upper rate limit. The
ELT can be then terminated by skipping one ventricular pacing
or by increasing the PVARP time to block the AS caused by
the V-A conduction.

B. Other closed-loop case studies

There are other closed-loop case studies we have discussed
in our previous publications. Normal pacemaker function for
heart with bradycardia has been studied in [33]. Pacemaker
with mode-switch function has been studied in [34]. Pace-
maker malfunction due to functional aspects like Crosstalk
and lead displacement has been studied in [35].

VIII. D ISCUSSION

In this section we describe the implementation of the VHM
and pacemaker and discuss avenues of future work.

A. Physical Implementation

While a system model is useful for simulation-based testing
and extraction to appropriate formal models for verification,
the realization of the physical system is essential. Imple-
mentation issues such as the noise, jitter, timing overhead
and signal distortion at the VHM-pacemaker interface can
only be captured faithfully in a physical realization of the
system. The VHM was implemented on a Xilinx Spartan-
3, XC3S1000 FPGA [53], shown in Fig. 12. The pacemaker
was implemented on a FireFly microcontroller-based platform
[54]. FireFly runs nano-RK [55], a real-time operating system
developed with timeliness as a first-class concern.

The pacemaker was implemented on a FireFly node using
five tasks, corresponding to the automata from our Simulink
model of the pacemaker, for the ventricle-pace (LRItask),
ventricle-sense (AVItask), atrial-pace (ARPtask), atrial-
sense (VRPtask) and a coordinator between the atrium and

ventricle leads (URItask). Each task was assigned a period
of 10ms. The priorities for the tasks (along with equal offsets)
are assigned to match the execution order of the parallel
states in the timer-based pacemaker Simulink model. This
implementation, while not fully reflective of the complexity
of a modern pacemaker, is simple and allows the evaluator
to easily disable some of the tasks to test pacemakers in
any of the modes. In our initial setup of the implementation
we have been able to experimentally validate the closed loop
electrical interaction between the heart (FPGA) and pacemaker
(FireFly node). This platform demonstrates real-time behavior
of the pacemaker for normal sinus rhythm, sinus bradycardia
(atrial pace only) and sinus bradycardia with heart block
(synchronized dual-chamber pacing).

B. Conclusion and Future Work

As implantable medical devices grow in sophistication with
significant capabilities implemented in software, firmware
bugs account for an increasing fraction of device recalls. Since
the FDA currently does not test, verify or certify the software
in such devices, there is an urgent need for a systematic
methodology to guarantee the safety of the device software.
Furthermore, this safety must account for the closed-loop
interaction with the organs of interest. In this effort, we have
presented a first step in the direction of a holistic approach
for model-based testing and physical patient–device interactive
validation. We achieve this through the design of an integrated
functional and formal model of the heart and pacemaker
device using timed automata. Using this closed-loop system,
we employ a monitor-based testing approach [36] that is both

Fig. 12. Closed-loop experimental setup. A Boston Scientificpacemaker is
shown for reference.
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clinically-relevant and captures the complexities of interaction
with physiological components.

This effort describes early steps toward cyber-physical
model based testing, validation and verification of medical
cyber-physical systems. This is a challenging domain as
patient modeling is both complex, highly variable and non-
deterministic and the safety properties must include over-
approximated models for verification, abstract models for
simulation and be realizable in physical form for testing. We
envision several avenues for future work and discuss a few:
1. Test Generation: For the setup presented in Fig. 1 it is
necessary to create a relevant sequences of mode selection sig-
nals and model parameters which would guarantee appropriate
testing of the device. The procedure must take into account
the device model along with desired test-coverage approach.
2. Verification: For a specific VHM configuration it is possible
to automatically extract a formal, timed-automata descrip-
tion of the VHM compatible with the UPPAAL verification
tool [44]. This would allow a closed-loop system verification
using UPPAAL’s built-in verification procedures.
3. Combining the VHM with more complex devices:such as
ICDs which are rate-adaptive and operate with varying levels
of hysteresis. We plan to investigate a translation of the VHM
to Linear Hybrid Systems in order to use asymbolic analysis
frameworkproposed in [56].
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